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SUMMARY

I madethis reportto presentthe reverse engineering e¥entbasedmalware(and notin response talerts froma security
software/ use case asked by a customéhjs report includes findings amtommended action®etails about the analysis given
in the annex)Analysis technics have been shared by the KaspeRkATeam[GReAE Global Research & Analysis mga

FINDINGS

Attack Vector

For the samples analyzed, the infection vector is not knAgguordindo the Sophos Labesearchersoneof the working theories
is that the attackers broke into a server through SSH protected with password authentication

Computer NamgEnter Device Narhe

IP AddresqdEnter IP Address}

AssignedUsef: Ent er User -s First name & Last name}
Date &Time of Evenf{Enter date/time event occurred}

LastSeenDate/Time StamdEnter the LastogonDate/Time stamp}

=4 =4 -4 4 9

Action/ Infection Vector Comments
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This table shows what we know.

Indicator

Present?

MD5 Hash

SHA 1 Hash

SHA 86 Hash

Infection Vector
Packer

Language
Malware/Family
Setup of the
program
AntiDebug
Technique
EvasiorTechnique

File/DLL File

Kernel module
URL
cryptography
Process
Suspicious API

Capabilities of the
program

bf1e5221203d595df2c2c444840fb715
b6eb82dd06b3484d7e8b95e51c4f28d6
fd4c26e8c6e1c40c6760ffae213d40da

5082fb03b05318bef35544b8d47edc6c711c0el0

682d6aeeaecb0233dc020430aelaf8cb01f76425f966a2947edd922a35ca895f
D220baldec19d8ch92a371b5f20ba30eb35fcffcc1f5192250d03a029fd580

rrootkit_net_tcp_connecting_open bind and make a call to the same socket in
to fix the source port for the socket. The source port of the TCP/UDP packet is
to encode orders

/tmp/rrtkernel.ko

/usr/bin/snd_floppy

snd_floppy

RC4

tshd TinySHell, or 'tsh’,
backdoor which grants
remote command
execution, shell (PTY)
access, command
execution, and file transfe
capabilities ovean
encrypted reverse or bind
connection.

backdoor The servelistenson the port
2080.
Inbound connections from
1010, 2020, 6060, 7070,

8080, 9999
Cc2 The messages from the c2 are processed in this order:-fuoteel view
communications
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Behaviosummary

The malicious packeénter through the HTTP port, then there are intercepted by a rootkit that rediredbthdrackdoor
installed on the system.

Process Graph
[N/A] Template paragraph

Miter Attack Matrix
[N/A] Template paragraph
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RECOMMENDED ACTIONS
First,makesureall your computers are runningpdated security solution

Possible Incident Response Steps

Vulnerability Comments

Malicious file(s)

Possible Incident Response Steps:

Malicious amail

1.

Nookwh

©

Possible Incident Response Steps:

. Use a Micrd/M solution (such as HP Wolf Enterprise Security), to open the officg

Check the section for a list of infected files.
Check the web proxy for similar files or hashes [Yara could help to find related f
Check the Nex@Gen firewall for traffic to the malicious domain(s) and IP(s) addre
CheclAV solution for hashes

Run additional AV scans on machines involved in isolated event

Speak with user to see if there is a reoccurring theme, such as a repeated site
Determine if that computer has had any other triggered events from other gecur
products in the last 48 hours leading up to isolated event.

According to the zertrust model ,remote administration services use
stronglyencryptedprotocols and only accept connections from authorized users
locations.

Disable Power Shell in windo¥ via security policy for classic users or/and use
AppLocketo limit who can work with PowerSh

documents in Micr M.

MaliciousSoftware

agrwbdE

P

(]

ssible Incident Response Steps:

Check the email gateway for possible related emails.

Purge additional emails froenvironment if necessary.

Proactively block senders or indicators from coming into the environment again
Educate affected end users on how to handle malicious emails.

Run additional AV scans on machines involved in isolated event.

Infected USB Drive

NooahswhNpE

Possible Incident Response Steps:

Check the computer for additional unwanted software.

Check the computer for related vulnerabilities.

Check that the software is not installed on other computers in the environment.

Check the web proxy for othgossible downloads.

Run additional AV scans on machines involved in isolated event

Speak with user to see if there is a reoccurring theme, such as a repeated site

Determine if that computer has had any other triggered events from searity
roducts in the last 48 hours leading up to isolated event.

1.
2.
3.

4.

Check AV solution for hashes

Run additional AV scans on machines involved in isolated event

Speak with user to see if theraiseoccurring theme, plugging in the removable
media to their home computer.

Determine if that computer has had any other triggered events from other secur,
products in the last 48 hours leading up to isolated event.

Educate end user on keeping the itédadevice out of work computer.

Formatting the removable media.

Controlling removable media connections.

2022-nbr
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Specific test to detect the rootkit on an infected machine
1 the open ports bound to localhost
1 Looking at the list of loaded kernel modules
1 Sending gacket with the correct source port

YaraRule

Element to write ¥ ararule to detect this Linux Rootkit:
Assignmento this addr OFFFF880000000000 that references +24 (0x18)
The custom Yara rule could be added here.

SIEM Rule
[N/A] Template paragraph

Other possibldetection and responsales
[N/A] Template paragraph

2022-nbr
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Annexes
Analyzing aEvent Based Malware

Rootkit are rare on windows because:
1 Windows rootkitpose many challenges for attackers such as aprviileges
1  Any bug or programming error inside tindowskernel can potentially take down the whole system with it
1 Linux machine are generally less monitored than Windows one
T [ AydzE YI OKA y Shave SeBuyitp ddlutibris trstafed g the Linux security market is less developed

The rootkit runs on the deepest layers of the operating system, it has capabilities not availabKaimdusedwareSo,it bas the
FoAfAGE G2 KARS T OGA@GAGE FNBY G(GKS dzaSNJ adzOK | &ssé&chritya G S
measures

la 9[C OlyQiuoBHa2¢gi oz B238S RS0dZAISNE 6SQft dzaSR 2yt @
Most of trojan used http and you may encounter homebrew communication such as the Lazarus forwarding utility

If youhave to choose between PE and ELF, choose ELF, because the Linux one will contains symbols that will help to unde
code.lda pro knows all the structures and will add symbols. Most of the time, symbols are pretty rexgteseifory.

i1 Try to ecognize variants of opesource trojanglancing at the strings, the symbols and the functions

T 52y Qi KSaAdlFrdsS (G2 D223tS FTdzyOiArzya

1 If time permitted keep reversing tlepensourceprogram to find potential modification made by the attacker, to
be able tarack him.

1 Analyze the network communications and try to resolve the argumentsi¥itPio

1 Use IDA Pro comments and write down function names. If you put function names or addresses as comment
OFy 2dzYLld 2 GKSY 0 @ folRe? symiein $or fihttian® (créage Iots of foll&s ahdBsoriCakithose
functions neatly inside of them)

2022-nbr 10
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Screenshot of the analysis

Reverseengineer the first useland component

Try to find which opesource malware it is derived from
i Explore the functions window, and the main functi@onogé functionsto know more about it

| E=sa—y
ol s =]

mov dword ptr [esp+8], @ ; protocol

mov dword ptr [esp+4], 1 ; type
mov dword ptr [esp], 2 ; domain

call _socket
mov esi, eax
mov edi, 3
test eax, eax
js loc_8@4D7F7
LWI
ol e =
mov [ebp+optval], 1
mov dword ptr [esp+18h], 4 ; optlen
lea eax, [ebp+optval]
mov [esp+@Ch], eax ; optval
mov dword ptr [esp+8], 2 ; optname
mov dword ptr [esp+4], 1 ; level
mov [esp], esi ; fd
call _setsockopt
mov edi, 4
test eax, eax
is loc_8e4D7F7

L

ull s 5=
mov [ebp+addr.sa_family], 2

mov word ptr [ebp+addr.sa_data], 8200
mov dword ptr [ebp+addr.sa_data+2], @
lea eax, [ebp+addr]

mov dword ptr [esp+8], 1@h ; len

mov [esp+4], eax ; addr
mov [esp], esi ; fd
call _bind
mov edi, 5
test eax, eax
js loc_8@4D7F7
| —
il e 5
mov dword ptr [esp+4], 5 ; n
mov [esp], esi H
call _listen
mov edi, 6
test eax, eax
js loc_8@4D7F7
¥
2022-nbr 11
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il s =
loc_8@4D695:
mov [ebp+optval], 18h
lea eax, [ebp+optval]
mov [esp+8], eax ; addr_len
mov [esp+4], edi 3 addr
mov [esp], esi ; fd
call _accept
mov ebx, eax
test eax, eax
js loc_8@4D7D2
J 1
Y
_fork
eax, eax
short loc_8@4D6CC
]
il e =]
mov [esp], ebx ; Td
call _close loc_s@4D6CC:
jmp short loc_8@4D692 test eax, eax
xchg ax, ax
jz short loc_8064D6F4
] 1
FPIS [l s =
mov dword ptr [esp+8], @ ; options
mowv dword ptr [esp+4], @ ; stat_lec| |loc_8@4D6F4: ; fd
mov [esp], eax 3 pid mov [esp], esi
call _waitpid call _close
mov [esp], ebx s fd lea esi, [esi+@]
call _close call _fork
jmp short loc_8@4D695 mov edi, 8
test eax, eax
js loc_8@4D7F7
] 1
jnz loc_8@4D7F7
1
FEE
mov dword ptr [esp], 3 ; seconds
call _alarm
mov eax, secret
mov [esp+4], eax ;3 src
mov esp], ebx ; fd
cmp eax, 1
jz short loc_8@4D75B
. 1
Cloua Snoopaviaiware Analysis Report
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File Edit Jump Search View Debugger Lumina Options Windows Help
A e i B Y A @@ b ed @ e X[ P D O Nodebugger v % @

: | I |

Library function [l Regular function Il Instruction | Data Ml Unexplored | External symbol Il Lumina function

i
&l
H
=3

[F] Functions 0 & x IDA View-A 8 © Hex View-1 & Structures 3l Enums
dword ptr [esp], 3 ; seconds
call _alarm

mov  eax, secret !

[esp+a], eax  ; src 72
; fd

Function name o

F:
F
Fi
F:
Fi
F
Fd
7 eax, 1
¥ jz short loc_884D75B
7] call_gmon_start . L .
7| __do_dlobal_dtors_sux Y
| frame_dummy )
£ shal_starts
| shal_process loc_884D75B: ; seconds
j‘r :i:_:tgti: dword ptr [esp], @
¢ alarm
; ::‘s,rie;y;‘alt eax, [ebprvar 14]
< pe\_smd_al\ [esp+8], eax 5 int
L s it ?wom]i pt': [esp'-A].foffset message ; dest
ha 1_fin o1 recem ’
; ;e\a_:;ndiSD Ezi_ric“_msg
§ pel_recv_msg short loc_884D789 -
Ji
F
F;
F:
2
F 7
F;
F:
F:
F7
F;
F:
F:
F
Fi
F:
Fi
F?
Fd
Ed
<

tshd_runshell
tshd_put_file
tshd_get_file
pel_server_init

[ebp+var_14], 1
short loc_8@4D7Ae| a7

pel_diient_init
_libc_csu_fini
__libc_csu_init
__i686_get_pc_thunk_bx
__do_global_ctors_aux

loc_8@4D7A8:
movzx  eax, dsimessage
al, 2

short loc_884D7C4

al, 3 1
short loc_8@4D709 11

% |
Line 53 of 90

. Graph overview O f x

L ) 1s19_tsh_mod/tshd.c at master - X |+ _ o X

2t ; fd

mov [esp], ebx
lea esi, [esi+d

edi, eax
short loc_8@4D7E7

0000571F ma

= y - = tsh/pel.h at master - creaktive/t- X | 4+
= output <~ C O & nttps/github.com/mame82/1s19_tsh_mod/blob/master/tshd.c w @ v 0 0

Command ~MakesStril
Command "OpDecima] (J Admin 5 OpenCloud ‘& wiki ‘& 0OWiki [J Windows Intemals [ Malware Analysis [ Pentest (JOSINT @) A Red Teamer Plays w... » | € C QO & nitpsy//github.com/creaktive/tsh/blob/master/pel.h
Command "OpDecimal A
Command "OpDecimal [ Admin & openCioud ‘€ wiki ‘& 00 wiki [ Windows Internals [ Malware Analysis
Command "OpDecimal

Pl : § . . 12 #define PEL_BAD_MSG_LENGTH -4
Caching ®Functiong . mame82 Reworked Tiny SHell (anti redteam) Latest commit £9475¢d on Apr 10, 2019 ¥ History i
Command "OpDecima] 13 #define PEL_CORRUPTED_DATA E]

Command "OpDecimal 14 #define PEL_UNDEFINED_ERROR -6
Command “OpDecimal

Command "OpDecima] A3 contributors B £ . 15

8051881: using gud : 16  extern int pel_errno;

8051802: using gue 17
8051803: using gue

503 lines (382 sloc) | 9.75 KB Raw  Blame Z O
Python ‘: & 19 int pel_server_init( int client, char *key );

AU: idle Down 1 e 20

2 = Tiny SHell versionle.6 - server side, 21 int pel send msg( int sockfd, unsigned char *msg, int length );

18 int pel client_init( int server, char *key );

3 * by Christophe Devine <devine@crd.net>: 22 int pel recv_msg( int sockfd, unsigned char *msg, int *length );

&Lﬁné AGAft AYOGSNBAGAYy3 (G2 1SSLI NBOSNBS SyaArAySSNaysda
thistool Thereasg F2NJ G KAA AaX AdGQa y2G 32Ay3 G2 o685 Slrae G2 Ofd
might be using it; however, if modifications were made to it, then suddenly you have a tool that is characteristiceofrasing|

So, if ya are able to identify exact modifications that were made to an opensource, then you will be able to still track a threa
actor, even though they are using something that come from the open sauridgs point, we already have identified a backdoor

capalility

2022-nbr 13
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How the communications with the attacker are establi8hed
Glance at the network aspects.

) tsh/pelh at master - creaktive X ) GitHub - mame82/1s19_tsh_m X ) tsh/shd.c at n

I|| &« > C Q8 https://github.com/creaktive/tsh/blob/master/tshd.c
[ Admin &2 OpenCloud & WiIKI & 00 Wiki [ Windows Intenals [ Malware Analysis ([
o = =) Pseudocode-A 189 if( pid 1= 0 )
* 23 file = 2; e t
® 21 if ( setsid() >=© ) 111 return( @ );
25 { 112 }
® 26 optval = @3 113
® 27 for (i =0; i<=1023; optval = 1)
loc_804D5C0: ; fd 28 { 114 /* create a new session */
[esp], eax ® 20 close(i); 115
_close ® 30 i = optval + 1; . B
eax, [ebp+optval] 1 } 116 if( setsid() < @)
1 ® 32 v6 = socket(2, 1, @); 117 {
® 33 file = 3; 118 perror("socket”);
- i if (ve>=0) 119 return( 2 );
® 36 optval = 1; 120 ¥
® 37 file = 43 121
N ;2 zf ( setsockopt(ve, 1, 2, &optval, 4u) >= @ 122 /* close all file descriptors */
® 40 addr.sa_family = 2; 123
® 41 strepy(addr.sa_data, "\b "); 124 for( n = @; n < 1024; n++ )
® 42 adn— sa data[B] =0 125 1
® 43 *)&addr.sa_data[4] = @;
® a3 ; 126 close( n );
® 45 if ( b:md(y., &addr, @x10u) >= @ ) 127 b
46 {
® 47 file = 6; 128
® as if ( listen(vs, 5) >= @ ) 129 if (cb_host == NULL) {
49 { 130 /* create a socket */
® 50 while (1)
o { 131
® 52 while (1) 132 server = socket( AF_INET, SOCK STREAM, @ );
53 { 133
® 54 optval = 16; 5
® s5 v7 = accept(vé, &v11, (socklen_t 134 S )
® ss if (vi<e) 135 {
® 57 return 7; 136 perror(“socket™) ;
® s va = fork(); :
® 59 if (vB>=0) 137 return( 3 );
® so break; 138 }
® 61 close(v7); 139
62 } . N : .
® 6 i) 140 /* bind the server on the port the client will connect to */
® 64 break; 141
® & waitpid(vs, @, @); 142 n-1;
mov [ebp+addr.sa_family], 2 ® 66 close(v7); 143
mov. word ptr [ebp+addr.sa_data], 8200 67
oV dword ptr [ebp+addr.sa_data+2], © ® 68 close(v6); 144 ret = setsockopt( server, SOL_SOCKET, SO_REUSEADDR,
lea eax, [ebp+addr] ® 69 vo = fork(); 145 (void =) &n, sizeof( n ) );
mov. dword ptr [esp+8], 10h ; len e 70 file = 8; a5
mov [esp+4], eax 3 addr ® 71 if (va>=8) .
mov [esp], esi ; fd 72 { 147 if(ret <0 )
call  _bind ® 73 file = 9; 148 {
i 1y,
s i, s ® 74 if ((vo) 149 perror("setsockopt”);
test eax, eax 75 {
js loc_8@4D7F7 ® 76 alarm(3u); 159 return( 4 );
* 77 if ( pel_server_init(v7, secret) 151 1
78
® 79 alarm(@); 2
® 30 if ( pel_recv_msg(v7, &message, 153 server_addr.sin_family = AF_INET.
mov Ml'd ptr [eSPHL H 81 { 154 server_addr.sin_port = htons( server_port );
mov [esp], esi E- 2Py .\ .
a1 e 0000SSF4 main-32 (804DSF4) 155 server_addr.sin_addr.s_addr = INADDR_ANY;
mov Edl., 6 < 156
= o _ - oy e e 7 g
e 1ar R0OANTET
158 sizeof( server_addr ) );

2022-nbr 14
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IDA View-A a 3 Hex View-1 [ %] Structures 1] Exports
* 23 file = 2;
* 2 if ( setsid() »= 0 )
25 {
: * 2 optval = @5
loc_8040695: e 27 for (i =@; i <= 1023; optval = 1)

wov [ebproptval], 10h
lea  eax, [ebptoptval]
mov  [esps8], eax  ; addr_len
mov  [esptd], edi  ; addr
esi ; fd

ebx, eax

eax, eax
s 1oc_8e40702

cax, eax
short loc_8e406CC

dword ptr [esp], 3 ; seconds
alarm

cax, secret
[espta], eax
ebx

3 src
fd

* 3

5
® 3%
° 3
® 3

39
® 1
* a
o @
* a3
.
® s

46
. 4
® a5

close(i);
i=optval 4 1;

= socket(2, 1, 8);
3

if (vEre0)

1, 4u) >=0)

sa_data[3] =
*(_WORD *)&addr.
file =

55
if ( bind(v6, Baddr, @x10u) >= 8 )
{

file = 6;

if ( listen(vs, 5) >= 0 )
while (1)
while (1)

optval = 16;
7 = accept(vs,

(socklen_t *)ad

if (Vom0 )

waitpid(v3, @, 8);
close(v7);

close(5);
Vo = fork();

i (am0)
{

alarm(3u);
if ( pel_server_init(v7, secret) == 1

alarm(0);
if ( pel_recy_msg

8message, (in

QO 8 nitpsy//github.com/creaktive/ish/blob

D Admin @ OpenCloud ‘Z Wikl ‘Z 00Wiki [ Windows Internals [

12

14
15

nu7
18
19
120
121
122
123

125
126

128
129
130
131
132
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} else {
cb_host = optarg,
}
break;
default: /* *2* */
usage(*argy);
break;

/* fork into background */

pid = fork();

if(pid<ce@)
{

return( 1 );
}
if( pid 1= 0 )
(

return( 8 );
}

/* create a new session */

if( setsid() < @)
{
perror("socket”);

return( 2 );

/* close all file descriptors */

for( n = 8; n < 1024; n4+ )
{

close( n );

}

1f (cb_host == NULL) {

/* create a socket */

server = socket( AF_INET, SOCK_STREAM, @ );
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mov edi, 1
test eax, eax
js loc_8@4D7F7

4. AVRE

mov edi, @
test eax, eax

jnz loc_8@4D7F7

edi,
test  eax,

call

loc_804D5C0:
mov

2
eax

loc_8@4D7F7

; fd

[esp], eax
_close

eax, [ebp+optval]

v

YSIya KIG GKS LINRPINI Y Aa

1 Glance at the structure of the address

IDA View-A Stack of main 8 B
-20000033

-00000038 var_38 sockaddr ? N
-00000028 addr sockaddr ?

-20000018 optval dd ?

-00000014 var_14 dd 5 dup(?)

+00000000 s db 4 dup(?)

+00000004 r db 4 dup(?)

+20000008 argc dd ?

+0000000C argv dd ? ; offset
+00002010 envp dd ? ; offset

+00000014

+00000014 ; end of stack variables

IJ2Ay3 G2 tAaGSy GKS

mov [ebp+addr.sa_family], 2

mov word ptr [ebp+addr.sa_data], 8200
mov dword ptr [ebp+addr.sa_data+2], @
lea eax, [ebp+addr]

mov dword ptr [esp+8], 1@h ; len
mov [esp+4], eax

mov esp], esi

3 r

H

2022-nbr
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E IDA View-A n @A Structures B

Name
ELf32_Sym
ELf32_Rel
E1f32_Dyn
E1f32_Dyn::$A263394DDF3EC
E1f32_Verneed
E1f32_Vernaux
fd_set
sockaddr
timeval

truc ; (sizeof=@x1@, align=6x2, copyof_18)
XR nain/r main/r

v
& Sockaddr is a big generic structure that can handle various types of sockets

Aswel Y26 UGKIG 6S FENB FylFf&al Ay 3 FuctdrésNibirKy (5D (ideéiStrig@asqdas, aq
enable processes to communicate using TCP.

sockaddr ?
sockaddr ?
dd ?
dd 5 dup(?)
db 4 dup(?
db 4 dup(?
dd ?
dd ?
dd ?

¥ Please enter astring X

Please enter the type dedaration |struct sockaddr addr ~|

Co 1| oo ||

=]} Stack of main [} L] Hex

sockaddr ?

sockaddr ?

dd ?

dd 5 dup(?)

db 4 dup(?

db 4 dup(?

dd ?

dd ? ; offset
dd ? ; offset

“ Please enter a string

Please enter the type dedaration | struct sockaddr_in addr

[oC 1 cme ||
E Stack of main E E

sockaddr ?
sockaddr_in ?
dd ?

dd 5 dup(?)
ib 4 dup(?

4 dup(?

a

a 5}
v W v

+

2022-nbr 17
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Before:
=

[ebpeaddr.sa_family], 2
word ptr [ebpeaddr.sa_data], 628@
dword ptr [ebpéaddr.sa_datasl], @
cax, [ebpeaddr]
dword ptr [espsB], 18h ; len
[esped], eax ; addr

S esi fd

EEERE

onnect Lons|

After:

mov [ebp+addr.sin_family], 2

mov [ebp+addr.sin_port], 82080
mov [ebpt+addr.sin_addr.s_addr], @

lea eax, [ebptaddr]
mov dword ptr [esp+8], 18h ; len

mov [esp+4], eax ; addr
mov esp], esi ; fd
mov edi, 5

test eax, eax

is loc 8@4D7F7

v
& The addresss passed in network order and not in litdadian sahe program is listening on the 2080 port

il s 5 _

mov [ebp+addr.sin_family], 2

mov [ebp+addr.sin_port], 2088h ; port is passed in network rder and not in little-endian so ©x2008 = @x@820 = 2080
mov [ebptaddr.sin_addr.s_addr], @ ; adrless is @= listen on all interfaces

lea eax, [ebp+addr]
mov dword ptr [esp+8], 1@8h ; len

mov [esp+4], eax ; addr

mov esp], esi ; fd

mov edi, 5

test eax, eax

js loc_8e4D7F7
—
Y

mov dword ptr [esp+4], 5 ; n

mov [esp], esi H

call _listen

mov edi, 6

test eax, eax

js loc_8@4D7F7

Helpful |

Tips \

We see below another _fork call. In Linux, double forking is a way to demmpnbcess, so that, if the parent dies, then
the child process will still keep running

2022-nbr 18
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eax, eax

dword ptr [esp], 3 ; seconds
call _alarm

mov eax, secret Ly
mov [esp+a], eax ; src

; fd

ebx

eax, 1
jz short loc_B@4D75B
1
L]
loc_8@4D758: ; seconds
mov dword ptr [esp], @
call _alarm
lea eax, [ebp+var_14]
mov [esp+8], eax ; int
dword ptr [esp+4], offset message ; dest
, ebx ; fd

eax, 1
jnz short loc_8@4D789

[ebptvar_14], 1
jz short loc_804D7A0

al, 2
jz short loc_B804D7C4

jz short loc_8@407D09

edi, eax
short loc_8@4D7E7

[esp], ebx
esi, [esi+@

Client
[ Socket |

Send/
Recv

2022-nbr 19
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Reverseengineer the second uséand componen{snoopy client
1 Eventbasedlogicmalwares hasion-linearexecution flow based on callbacks, which makes the analysis
Remembe“' very challengingc r efs jus® don-t work

i Linux Calling conventioRDI, RSI, RDX, RCX, r8, r9

Theoption_parsdunction

I

; Attributes: bp-based frame

; int _ cdecl main(int argc, const char **argv, censt char **envp)
public main

main proc near

var_7@= qword ptr -7@h
var_68= qword ptr -68h
var_6@= qword ptr -6@h
var_58= dword ptr -58h

argv= gqword ptr -58h

argc= dword ptr -44h
main_framework= dword ptr -38h
rc= dword ptr -34h

; _ unwind {

push rbp

mov rbp, rsp

push ris

push ri4

push ri3

push ri2

push rbx

sub rsp, 48h

mov [rbp+argc], edi
mov [rbpt+argv], rsi
mov [rbptrc], @FFFFFFFFh

rbp+main_framework],

; prevent other instance of the program from running at the same time

[rbptrc], eax
cmp [rbp+rc], @
jnz loc_403873

rdx, [rbp+argv]
mov eax, [rbptargc]
mov rsi, rdx ; argv
mov edi, eax ; argc
call options_parse ; c function te parse arg
mov [rbp+rc], eax
cmp [rbp+rc], @
jz short loc_403746

loc_483746:

call kernel_load
call options_init
call do_daemon

call do_pidfile
call set_logger

call set_exit
call set_signal
call set_chdir
call _getpid

2022-nbr 20
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options_parse proc near

argv= qword ptr -1Ceh
argc= dword ptr -1B4h
options= byte ptr -38h
rc= dword ptr -18h
opt= dword ptr -14h

3 __unwind {

push rbp
mov rbp, rsp
push rbx

sub rsp, 1B8h

mov [rbp+argc], edi
mov [rbptargv], rsi
mov [rbptrc], @

mov [rbp+options+8], @

mov eax, 3eh ; '@’
mov rdi, rdx

mov rsi, rbx

mov rex, rax

rep movsq

cmp [rbptarge], 1
jle short loc_403188

; Attributes: static bp-based frame

3 int _ cdecl options_parse(int argc, char **argv)

long_options= option ptr -1Beéh

mov [rbp+opt], @FFFFFFFFh
mov dword ptr [rbp+options], ‘phd:' ; arg can come in 2 options, short and long
mov dword ptr [rbp+options+4], 'vt:s'

lea rdx, [rbp+long_options]
mov ebx, offset C_46_5001 ; = long_options

[rbp+rc], @FFFFFFFFh

Apply the correct structure [Alt+q]

.rodata:eee0e00e0e413662 aTunnel
.rodata:0@00000000413889
.rodata:00000000004136C0
.rodata:00000000004136C0 C_46_5601:
.rodata:00000000004138C08
.rodata:00000000004136C1

.rodata:0000000000413B8C4
.rodata : 0000000000413BC5
.rodata:00000000004138C6
.rodata:00000000004138C7
.rodata:0000000000413B8C8
.rodata :00000000004138C9
.rodata: 00000000004135CA
.rodata:00000000004138CE
.rodata: 00000000004 138CC
.rodata :0000000000413BCD
.rodata:0000000000413BCE
.rodata : 00000000004 138CF
.rodata:029000000004136D0
.rodata:00000000004138D1
.rodata:0000000000413802
.rodata:00000000004138D3
.rodata : 00000000004138D4
.rodata : 00000000004138D5
.rodata :00000000004138D6
.rodata:00000000004138D7
.rodata :00000000004138D8
.rodata: 00000000004138D9
.rodata : 00000000004 138DA
.rodata: 00000000004 138D8
.rodata :0000000000413BDC
.rodata: 00000000004 138DD
.rodata :00000000004138DE
.rodata: 00000000004 13BDF
.rodata :0000000000413BE@
.rodata:0000000000413BEL
.rodata:00000000004138E2
.rodata:0000000000413BE3
.rodata:0000000000413BE4
.rodata:0000000000413BE5
.rodata:0000000000413BE6
.rodata:0000000000413BE7
.rodata:0000000000413BES
.rodata :0000000000413BE9
.rodata:0000000000413BEA
.rodata:00000000004138E6
.rodata: 00000000004 13BEC
.rodata : 00000000004 13BED
.rodata:0000000000413BEE
.rodata: 00000000004 13BEF
.rodata: 00000000004 138F0
.rodata :0000000000413BF1
.rodata:00000000004138F2

.rodata:00000000004138C1 ; -----------

db "tunnel’,e

align 2@h

; DATA XREF: options_parse+4@to
pop  rbp
cmp eax, [rex+@]
& e
db @ [&] Choose a structure type [m] X
db e
db ] Name Size
d e 00000018
e 00000018
db e 00000010
db e 00000010
&b e 00000010
&b e
db e 00000008
db o 1| ¥ 0000004C
b e [A] timespec 00000010
db @ \| view_pipe_conn_params 00000008
db o | view_pipe_netcalback_param 00000010
doe ] in_addr 00000004
d e 1] view_proxy_hdr 0000004C
b e ] fd_set 00000050
db o [&] view_shell_new_instance::$821ASB4A3DCE588FFC7... 00000010
db ] va_list 00000018
db 63h ; h \] rrootit_byteorder_init::$596A3F9ADFSFBASFFE 151 . 00000002
do @ U red_stat 00000108
db o [A] _pthread_unwind_buf_t 00000068
do @ [A] $F375244F0743F 14650A061143CE89C02 00000048
@ o [A] termios 0000003C
d o 1 input_svent 00000018
db o ] timeval 00000010
db © [&] sockaddr_in 00000010
db &2h ; b 1] sigaction 00000098
b 38h ; ; ] $A264F945DIFETICA2 1675178880535 00000008
db 41h ; A U _ sigset_t 00000080
b e ] addrinfo 00000030
o e [A] Sockssversion 00000007
@b o [A] SockssversionACK 00000002
db e 1] SocksSAuth 00000203
b e (] SocksSAuthACK 00000002
do @ [A] sodsSReq 00000004
@ o [A] SocksSReqACK 0000000A
:: g 1 uuid 00000010
b o Line 6 of 54
b °
i [ox ]| concel Search Help
b o
db ]
b e
db ]
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IDA View-A A Structures B @ Hex View-1 8 £
.rodata: @ > aTunnel db 'tunnel’,®
rodata 9 align 20h
> .rodata: (@ C_46_5001 dq offset aHelp ame
DATA XREF
dd @ has_arg ;
db 4 dup(@)
dq il flag
dd 68h val
db 4 dup(e)
db 62h ; b
.rcdata 98998 8880‘ 3BE1 db 3Bh ; ;
.rodata:0000000000413BE2 db 41h ; A
.rodata:0000000000413BE3 db 2
.rodata:0000000000413BE4 db e
.rodata:0000000000413BES db )
LJ Why this 0 in red?
In the structure you can see Align=0alignment of 8] but in the middle you have padding bytes
IDA View-A B @ Structures Hex View-1 Enums
ame ; Ins/Del : create/delete s
E1f64_Sym ﬁ'a" : i;ig:e t f:t~: ber (data/ascii/array)
ELf64_Rela u delete structure member
EIf64Dyn N 0BBBEE ; ~- - mmmmmmmmmm ..
ELf64_Verneed
E1f64_Vernaux option struc ; (sizeof=0x20, align=@x8, copyof 19)
option ; XREF: .rodata:C_46_5001/r
winsize S i
common_ctx has arg :3 ?
timespec - db ? :
view_pipe_conn_params db ?
view_pipe netcallback_param db ?
in_addr db ?
view_proxy_hdr dq ? offset
fd_set dd
view_shell new_instance::$821A5B4A3DCE588FFC72B8A5D23BAF61A g“. j
va_list b ?
rrootkit_byteorder_init::$596A3F9ADFSFBASFFE1516E185F@49CE db
rc4_stat ends

pthread_unwind_buf_t
$F375244FB743F14650A061143CBB9C82

&
Hg,lpful ‘

Tips

[ S (mPrave the rendering, updating this structure. To do that, pretssdhange the data type
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Cloud Snoopévialware Analysis Report

22


http://regardingnannies.com/tag/nannypreneurs/
http://regardingnannies.com/tag/nannypreneurs/
https://creativecommons.org/licenses/by-nd/3.0/
https://creativecommons.org/licenses/by-nd/3.0/
https://creativecommons.org/licenses/by-nd/3.0/

Incident Response Threat AnalysisMaiwareDissection.com

W QBODOAOD § = nmmmmm om0 e

eooooe00
00000000 option struc ; (sizeof=0x28, align=0x8, copyof 19
80000000
eoopoo00
00000000 name dq ?
00000008 has_arg dd ?
0200000C db ? ; undefined
00000000 db ? ; undefined
00000R0E db ? ; undefined
B000000F . — .
eeoeoale flag ” Please confirm b4
00000013 val
8000001C 0 The current structure is just a copy of a local type.
80000010 If you edit it from the struct view, IDA will sync the changes
0008081E back to the local type and will consider the type as manually defined
8008081F by the user. We recommend you to edit the local type instead
60000020 option of editing the structure. Do you want to continue?
00000020
[] Don't display this message again
ves [ mo ]

File Edit Jump Search @ View ' Debugger Lumina Options Windows Help

% B &%~ B Opensubviews O Quickview Ctrl+1 v %l @ B B
» I EREE Disassembly
" >
Library function [l Reguiar jicolbacs 2 Proximity browser
— ¥ ?
= lz] Calculator... ? @) Hex coimp Structures B O
- Full screen F11 Address details 00000000 ;
Function name #a  Graph Overview 00000000 ;
; . Bt 00000000 ;
(% Recent scripts Alt+F9 ) Epo 00000000 ; U
@ Database snapshot manager... Ctrl+Shift+T @ Imports v 00000000 ; ------
Names Shift+F4 80600000
+ 00000000 opti
) Pv{nt ?egment registers Ctrl+Space Fanclions Shift-F3 00000000 option
i  Printinternal flags F = Strings Shift+F12 20000000
i 00000000 name
; Hide Ctrl+Numpad-+- @ Segments Shift+FT 00000008 has_arg
h 1+N 0000006C
L Clrk Nrampec Segment registers Shift=F8 00200000
= Hideall Selectors 2000000E
4 Unhideall 20000007
[ signatures Shift+F5 00000010 flag
X Delete hidden range 8 T9 — s 00000018 val
i i e libraries + e
Setup hidden items... yP 720A5D23BAF61A ee?ﬁ“?lc
text o . 60000010
T va_list [A] Structures Shift+F9 2000001E
Zext rrootki m e Shift+F10 1516E185F@49CE 0000BO1F
text rc4_sta B A 00000020 option
text _ pthre Localtypes ‘Shift+ 00000020
“text $F37524 — H}Open local type definitions window
e Saietan |8=] Cross references
:$ input_e [ Function calls
.t:xt timeval -
:tgxt sockadd Bookmarks Ctrl+Shift+M
text sigacti f= Notsoad
“text $A264F9. [E Notepa
text sigse Problems
-text addrinf Patched bytes Ctrl+Alt+P
Jtext CarleQ mm
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IDA View-A [x] Structures B B Local Types B @ Hex View-1 B @ Enums
Ordinal Name Size Sync  Description
1 Eif64_Sym 00000018 Auto struct __ attribute__((aligned(8))) {unsigned __int32 st_name;unsigned __int8 st_infojunsigned __int8 st_other;unsigned __int16 st_shndx;unsigned __inté
2 Elf64_Rela 00000018 Auto struct {unsigned __int64 r_offset;unsigned __int64r_info;__int64 r_addend;}
3 Elif64_Dyn 00000010 Auto struct {unsigned __int64 d_tag;unsigned __int64 d_un;}
4 Elf64_Verneed 00000010 Auto struct __attribute__((aligned(4))) {unsigned __int16 vn_version;unsigned __int16 vn_cnt;unsigned __int32 vn_file;unsigned __int32 vn_aux;unsigned __in
5 ElIf64_Vernaux 00000010 Auto struct __ attribute__((aligned(4))) {unsigned __int32 vna_hash;unsigned __int16 vna_flags;unsigned __int16 vna_other;unsigned __int32 vna_name;unsiagr
6 size_t 00000008 typedef unsigned __int64
7 _off t 00000008 typedef _int64
8 _ off64.t 00000008 typedef __int64
9 __pid_t 00000004 typedefint
10 __ssize_t 00000008 typedef __inté4
11 _IO_FLLE 00000008 struct {int _flags;char *_I0_read_ptr;char *_10_read_end;char *_IO_read_base;char *_IO_write_base;char *_IO_write_ptr;char *_IO_write_end;char *
12 _IO_marker 00000018 struct __ attribute__((aligned(8))) {_I0_marker *_next; _I0_FILE * sbufiint _pos;}
13 _10_lock_t typedef void
14 ssize_t 00000008 typedef __ssize_t
15 pid_t 00000004 typedef __pid_t
16 uints_t 00000001 typedef unsigned __int3
uint16_t 00000002 typedef unsigned __int16
uint32_t 00000004 typedef unsigned int
option 00000020 Auto struct __attribute_((aligned {const char *name;int has_arg;int *flag;int val;}

20 $6BSFODEFDBAFACSF982F0... 00000004 enum : __int32 {RROOTKIT_PROTOCOL_UNKNOWN = 0x0,RROOTKIT_PROTOCOL_TC Insert... Ins

21 $979E289112500A 19EEETF .. 00000004 enum : _int32 {RROOTKIT_TUNNEL_NONE = 0x0,RROOTKIT_TUNNEL_SSH = 0x0,RR¢ 2,RRO
2 $C83CD083233C658462F 15.. 00000004 enum : _int32 {LOG_LEVEL_OFF = 0x0,LOG_LEVEL_FATAL = 0x1,L0G_LEVEL_ERROR Delete Del 5_LEVI
23 $8DSDAFBD2FTEIS15FD45... 00000004 enum : _int32 {OPTION_UNKNOVIN = 0xD, 0PTION_LOG_MODE = 0x1,0PTION L0G_ {1 CEd Chi+E 1=0x
24 $9301A0DAS18AD42E06F81... 00000004 enum : __int32 {NET_SOCK_STATE_UNKNOWN = 0x0,NET_SOCK_STATE_OPENED = 0: OSED
.23 nt:t_l?ou:ﬁer 9999}9 Auto slruct Evoid:dgt.a;void.(‘c:ﬂbado(mnst char *, char, void #);} Copy Ctrl+C

Before:

ytion 00000020 : :

BOFODEFDBAFACOFS82F0... 00000004| W Please edit the type declaration X oL,

J79E2B9112690A19EEEIF... 00000004 RRI

“83CD083233C658462F15... 00000004/ |nffcet|size|struct  attribute ((aligned(8))) option D3

ID5SD84FBD2F 7E1915FD45... 00000004 { - - E =

1301A0DA518AD42E06F81... 00000004 00008|0003| const char *name; ur

*t_notifier 00000010] |  gopgees has_arg;

omic_t 00000004| | ggipleees| int *flag;

ME13170E67ECE5D4AGET... 00000008 | | posloonal  int vals

13439294F 73AE3E21854C... 00000001 0020| };

JC96D015DOBE42C914543... 00000001 =7

buff 00000068 un:

nsize 00000008

time_t 00000008

nespec 00000010

hread_t 00000008

After:

', O Please edit the type declaration

Offset|Size| struct __attribute_ ((aligned(8))) option
' @000|@208| const char *name;
' eeos|eees| _ int64 has_arg;
@@1e|eees| _ inte4 *flag;
' @018|@001| char val;
- 0020 };
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Result:
IDA View-A a Structures B E Local Types B © Hex View-1
. .rodata:?000000000413BB2 aTunnel db "tunnel’,@
) .rodata: 900000000041 3B69 align 2@h
" |» .rodata:0200000000413BC0 C_46_ 5001 option <offset aHelp, @, @, 68h>
.rodata:0200000000413BC0 ; DATA XREF: options_parse+d4@to
.rodata:2200000000413BC0 ; "help”
) .rodata: 000000000041 3BE0 db 62h ; b
i .rodata: 000000000041 3BE1 db 3Bh ; ;
) .rodata: 900000000041 3BE2 db 41h ; A
) .rodata: 9e00000000413BE3 db e
) .rodata: 000000000041 3BE4 db e
) .rodata: 0000000000413BES db 2
. e s« AAAAOAAAAMAA1 IDCCS Al [+

[ SGQa R2 AG F2NJ I ff GdKS
the first null structure.

& 0 NHzO G dzNB &

Pressth¢keyi 2 3ISU0 UKS AO2YyOJSNIU U2 | NN ec¢
390413BC0 C_46_5001 option <offset aHelp, @, @, 68h>

300413BC0 ; DATA XREF: options_parse+4@To
320413BC0 ; "help”

»00413BEO db 62h ; b

390413BE1 db 38Bh ; ;

390413BE2 db 41h ; A

30413BE3 db e

¥00413BE4 db e

300413BES db o D Convertto array X
300413BE6 db e

300413BE7 db e

300413BES db 2 Start address : .rodata:00000000004138C0

390413BE9 db @ | End address : .rodata:0000000000413D040

¥90413BEA db e

390413BEB db 2 | Array elementsize : 32

3008413BEC db @ | Maximal possile size: 12

3008413BED db ) X X

300413BEE db o HMCRIEEE S :

300413BEF db @ | Suggested array size : 12

300413BF0 db e

300413BF1 db @/ Arraysize ® v|  (in elements)
300413BF2 db e

390413BF3 db @] ltemsonaline 0 v| (0-max)
¥00413BF4 db e X A

308413BFS db o Element print width |‘1 v] (-1-none,0-auto)
300413BF6 db o

300413BF7 db e Options Indexes

300413BF8 db 76h .

’00413BF9 db P [ Use "dup” construct Decimal

300413BFA db 8| [ signed elements Hexadecmal

390413BFB db e )

3008413BFC db e D Dlsday indexes Octal

398413BFD db e E Create as array Binary

30413BFE db ]

300413BFF db @ ‘
00413C00 db 6Ah III Cancel Help |
3908413C01 db 3Bh 55—

390413C02 db 41h ; A

Note that ID knows that the length of the array is 12. Press ok

KSNBE® . SOl dmhénoulreQdh dzl

GAYR2 S
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IDA View-A B @A Structures 8 = Local Types (x ) Hex View
.rodata:2000800000413BB2 aTunnel db 'tunnel’,@ ; DATA XREF: .rodata:C_46_5801lo
.rodata: 0000000000413B89 align 26h

> .rodata:2000000000413BC0 CLﬂG_SOOl option <offset aHelp, @, @, 638h>
.rodata:0000000000413BC0 ; DATA XREF: options_parse+40to
.rodata:2000000000413BC0 option <offset aVersion, @, 8, 76h> ; "help"
.rodata:2000000000413BC0 option <offset aDaemon_©, @, @, 64h>
.rodata:0800000000413BC0 option <offset aPidfile, 1, @, 3>
.rodata:0000000000413BC0 option <offset aProto, 1, @, 76h>
.rodata:0000000000413BC0 option <offset alLogMode, 1, @, 1>
.rodata:0000000000413B(0 option <offset alLogLevel, 1, @, 2>
.rodata:0000000000413BC0O option <offset aServerAddr, 1, @, 4>
.rodata:0000000000413BC0 option <offset aServerPort, 1, @, 5>
.rodata:0000000000413BC0 option <offset aTimeout, 1, @, 6>
.rodata:00000000004138(C0 option <offset aTunnel, 1, @, 74h>
.rodata: 0000000000413BC0 option <©>

.rodata:0000000000413D40
.rodata:0000000000413D40

+ ADADOGOGALAATANEY

radada

And know the argunmds are displayed pr

rancd rhar aDemadACh ]

operly

aProcSysRrootki db '/proc/sys/rrootkit’,@

2022-nbr
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Before:

rodata:@eeo0eeeeee4136(e C_46_5601

rodata: 0000000000413BC0
rodata:00000000004136C0
rodata:@000000000413BE0
rodata:0000000000413BE1
rodata: 00000000004 13BE2
rodata:@000000000413BE3
rodata:0000000000413BE4
rodata: 00000000004 13BES
rodata: 00000000004 13BE6
rodata:0000000000413BE7
rodata:00000000004136E8
rodata:00000000004136E9
rodata:0000080000413BEA
rodata: 00000000004 136E0
rodata: 00000000004 13BEC
rodata: 00000000004 13BED
rodata: 0000000000413BEE
rodata: 0000000004 13BEF
rodata:00000000004136F0
rodata: 00000000004 13BF1
rodata:@0000000004138F2
rodata:0000000000413BF3
rodata:0000000000413B6F4
rodata: 00000000004 136F5
rodata:0000000000413BF6
rodata: 0000000000413BF7
rodata:0000000000413BF8
rodata:0000000000413BF9
rodata:0000000000413BFA
rodata:2000000000413BFB
rodata:@000000000413BFC
rodata:0000000000413BFD
rodata: 00000000004 13BFE
rodata:0000000000413BFF
rodata: 6000000000413(00
rodata:0000000000413C01
rodata:0000000000413C02
rodata: 0000000000413C03
rodata:0000000000413C64
rodata:0000000000413C85
rodata: 9000000000413(06
rodata:0000000000413C87
rodata:@000000000413C08
rodata:8000000000413C09
rodata:0000000000413C0A
rodata:0000000000413CeB
rodata: 6000000080413C0C
rodata: 00000000004 13C8D
rodata:@000000000413C0E
rodata:0000000000413C0F
rodata:0000000000413C10
rodata:0000000000413C11
rodata:0000000000413C12
rodata:0000000000413C13
rodata:0000000000413C14
rodata:0000000000413C15
rodata:0000000000413C16
rodata:@000000000413C17
rodata:0000000000413C18
rodata:0000000000413C19
rodata:@000000000413C1A
rodata:0000000000413C18
rodata:0000000000413C1C
rodata:0000000000413C10
rodata: 0000000000413C1E
rodata:0000000000413C1F
rodata:0000000000413C20
rodata:0000000000413C21

option <ottset aHelp, @, @, 68h> .
; DATA XREF: options_parse+48to
; "help” .

db 62h ;
db 38h ;
db 41h ;

e o

db 7

a
o
@@0®0@05’-0@0@@@0@0@0@@@0@000@@

a
&
»w
Eeg
522
B

a a
o o

@@0@0®0§0¢®®@$®®0®0®@¢®®0®®®0
.

a
o
~
-
E

o

; switch 119 cases

After:

IDA View-A a8 @ Structures 8 & Local Types [x] H
.rodata:@ee0000006413682 aTunnel db ‘tunnel’,e ; DATA XREF: .rodata:C_46_50@1lo
.rodata: @eeee00000413889 align 2@h

> .rodata:00000000004138C0 C_46_5001 option <offset aHelp, @, 8, 68h>

.rodata : 000000000041 38C0
-rodata :00000000004138C0
.rodata:00000000004138C0
.rodata:00000000004136C0
.rodata : 000000000041 35C0
.rodata:0e000000004138C0
.rodata:00000000004138C0
.rodata:00000000004138C0
.rodata:0000000000413BC0
.rodata:0e000000004138C0
.rodata:00000000004138(0
.rodata:@e000000004138C0
.rodata:0000000000413D40
.rodata:@000000000413D40
.rodata:0000000000413D53
.rodata:0000000000413053
.rodata:2000000008413D5C
.rodata:@eeeeee00841305C
.rodata:8080000008413D69

; DATA XREF: options_parse+40to
option <offset aversion, @, @, 76h> ; “"help” ...
option <offset aDaemon_e, @, @, G64h>
option <offset aPidfile, 1, @, 3>
option <offset aProto, 1, @, 78h>
option <offset alLogMode, 1, @, 1>
option <offset aLoglevel, 1, o, 2>
option <offset aServerAddr, 1, @, 4>
option <offset aServerpPort, 1, @, 5>
option <offset aTimeout, 1, @, 6>
option <offset aTunnel, 1, @, 74h>
ption <@>

aProcSysRrootki db '/proc/sys/rrootkit’,e

; DATA XREF: .data:g_kernel_interfacelo
; const char aRmmodS[]
aRmmodS db ‘rmmod %s',0 ; DATA XREF: kernel_unload+3@to
aRrtkernelKo db ‘rrtkernel.ko',8 ; DATA XREF: kernel_unload+39to

; kernel_release+133to

; const char aInsmodS2Deviul[]

.rodata: 3069 al 1 db 'insmod %s 2»/dev/null’,®

.rodata:00006080004130D69 ; DATA XREF: kernel_load_i+4@to
.rodata:0000608000413D7F ; const char path[]

.rodata:0000606000413D7F path db '/proc/self/exe’,8 ; DATA XREF: kernel_release+6Blo

.rodata:0000000000413D8E
.rodata:0000000000413D90
.rodata:0000000000413090
.rodata:0000000008413D90
.rodata:0000000000413D87
.rodata:0000000000413D88
.rodata:0000000008413DB8
.rodata:0000000000413DB8
.rodata: 00000000004 130DF
.rodata: 90000000004 13DDF
-rodata :0000000000413DE7
-rodata :0000000000413DE8
.rodata:0000000000413DE8
.rodata : 000000000041 3DES
.rodata : 0000000000413 E0F
-rodata :0000000000413£10
.rodata:@000000000413£10
.rodata :0000000000413E10
.rodata:0000000000413E38
-rodata :0000000000413£38
.rodata:@0e0000000413E38
.rodata :0000000000413E48
.rodata:0000000000413E48
-rodata :0000000000413£48
.rodata:0000000000413E48
.rodata:0000000000413E5A
.rodata :0000000000413E60
.rodata:0000000000413E60
.rodata:0000000000413E60
.rodata : 000000000041 3E86
.rodata:0e00000000413E88
.rodata:0000000000413E88
.rodata:@e00000000413£88
.rodata:0000000000413EAE
.rodata:0000000000413E60
.rodata:0000000000413EB0
.rodata:@e00000000413E60
.rodata:2000000008413EDS
.rodata 13EDS

align 16h
5 const char aSFailedToFindM[]
aSFailedToFindM db '%s: failed to find myself. count = %d.',0
; DATA XREF: kernel_release+A3to
align 8
5 const char aSFailedToOpenM[]
aSFailedToOpenM db '%s: failed to open myself. error = ¥s.',0
; DATA XREF: kernel_release+Féto
3 const char aTmpS[]
aTmpS db */tmp/%s’,8 ; DATA XREF: kernel_release+127to
al 8

; const char aSFailedToOpenk[]
asFailedToOpenk db ‘¥s: failed to open kernel. error = ¥s.',0
; DATA XREF: kernel_release+194to
align 1eh
; const char aSFailedTowrite[]
asFailedTowrite db "¥s: failed to write kernel. error = ¥s.',0
; DATA XREF: kernel_release+IDEto
; const char aSExitRcD[]
aSExitReD db '¥s: exit. rc = %d',04h,0
; DATA XREF: kernel_release+266To
3 Function-local static variable
; const char _func__ 4133[15]
__func__ 4133  db ‘kernel release’,®@ ; DATA XREF: kernel release+9tfo
; kernel_release+EFfo ...
align 2eh
; const char aControlTheNetw[]
aControlTheNetw db “control: the network node is timeout.',@
; DATA XREF: control net_callback+21to
align 8
3 const char aFrameworkEnter[]
aFrameworkeEnter db ‘framework: enter into framework-loop.',@
; DATA XREF: framework_loop_run+Ffo
align 1eh
3 const char aFrameworkExitF[]
aFrameworkExitF db ‘framework: exit from framework-loop.',@
; DATA XREF: framework loop_run+28to
; const char aFailedToInitNe[]

.rodata:0000000000413ED5
.rodata:0000000800413EE9
.rodata:0000000000413EE9
.rodata:0000000000413EE9
.rodata:0000000000413F00
.rodata:0000000000413F00

00013BCO 0000000000413BC0:

aFail db "failed to init net.’,@

; DATA XREF: framework_init+1Dfo
5 const char aFailedToInitTu[]
aFailedToInitTu db "failed to init tunnel.’,@

; DATA XREF: framework_init+44fo
5 const char aFailedToInitPr([]
aFailedToInitPr db "failed to init proto.',8

-rodata:C_4€_S001 (Synchronized with Hex View-1)
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mov [rbp+options+8], @
lea rdx, [rb

long options

mov eax, 36h ; '@’
mov rdi, rdx
mov rsi, rbx
mov rex, rax
rep movsq
cmp [rbp+argc], 1
jle short loc_4@318B
I
(ull )
mov [rbp+rc], @FFFFFFFFh
' —
loc_4@318B:
mov cs:opterr@@GLIBC_2_2 5, @
jmp loc_ae352F

i

ol s =

loc_4@8352F: ; longopts
lea rcx, [rbp+long options]

lea rdx, [rbp+options] ; shortopts
mov rbx, [rbpt+argv]

mov eax, [rbp+argc]

mov réd, @ 3 longind

mov rsi, rbx ; argv

mov edi, eax ; argc

call _getopt_long

mov [rbp+opt], eax
cmp [rbp+opt], @FFFFFFFFh
jnz loc_4@319A
)1
¥
=
mov eax, [rbp+opt]
mov rax, ds:jpt_4@31B6[rax*8]
jmp rax 3 switch jump
J ’ |
So, this jump table is the giant switch case that it was created in funcangushents which have been detected

‘.'ﬂ'[ Graph overview 0 & x
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IDA View-A 8 @A Structures [(xl=] Local Types B G Hex View-1 E Enums (x] Imports [x] Exports B

eax, [rbp+opt]
mov rax, ds:jpt_403186[rax*8]
jmp rax 5 switch jump)

- [l

L ] v v
P il s =
; jumptable ©@00000000403186 case 1| |loc_4@325A: ; jumptable 0000000000403186 case 2| |loc_403274: ; jumptable 0E@EEEEEE4031B6 case S| [loc_403299: ; jumptable @00REEERE0403186 case 4| |loc_403263:
rg@@GLIBC_2 2 5 mov rax, cs:optarg@@GLIBC_2 25 mov rax, cs:optarg@@GLIBC_2 25 mov rax, cs:optarg@@GLIBC_2 2 5 mov rax, cs:
3 nptr mov rdi, rax 3 nptr mov rdi, rax 3 nptr mov rdi, rax 5 <p mov rdi, rax
call _atoi call _atoi call _inet_addr call _atoi
2, eax mov cs:g_log_level, eax movzx  eax, ax mov cs:g_server_addr, eax cdae
jmp loc_403529 mov edi, eax 5 hostshort jmp loc_403529 cs:g_tim
call  _htons ] loc_4035
mov cs:g server_port, ax
jmp loc_a03529

The option taddr_parse convert domain name into addr +port with ATOI. You can see the detail of this very simpld&raction
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